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MWHUCTEPCTBO OEPA30BAHMUA N HAYKU POCCUACKOW ®EQEPALINU

OENAPTAMEHT rOCYOQAPCTBEHHOW MONMUTUKU B COEPE
OBLUEIro0 O6PA30OBAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HANPABJIEHUA UHO®OPMALINA

[enaptameHT rocyaapCTBEHHOMW nONUTUKA B cdepe obuwero obpasoBaHus MuHobpHaykm Poccun
HanpaenseT AONS cBedeHus paspaboTtaHHble BpemeHHow komuccuen Coseta depepauny MO pPasBUTUIO
NMHOPMALMOHHOIro obLecTBa MeToaMYecKkMe pekoMeHOauuy O pasMeLleHMU Ha WHMOPMALMOHHbLIX CTeHaax,
odmumanbHbIX MHTEPHET-canTax U APYrnx MHAPOPMaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX OpraHusauuin 1
OpraHoB, OCYLLECTBNAWMUX ynpasneHne B cdepe obpasoBaHus, MHGopMauunm o Hes3onacHOM noBedeHUU U
ncrnonb3oBaHuu cetn "HTepHeT".

OupekTop [lenaptameHTa
A.E.TIETPOB

MpunoxeHne

METOANYECKUE PEKOMEHOALIMA
O PASMELLEHMN HA UHOOPMALIMOHHbIX CTEHOAX, O®PULIMATIbHbIX
WHTEPHET-CAUTAX U APYITMX UHO®OPMALIMOHHbIX PECYPCAX
OBLEOBPA30OBATE/bHbIX OPFTAHU3ALIUA U OPFTAHOB, OCYLLIEECTBNAIOLIUX
YNPABNEHWE B C®EPE OBPA30BAHUA, UH®OPMALIMXA O BE3OMACHOM
NOBEOEHNU N UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamn 1 uneHamu BpemeHHom komuccum CoBeTa Pepepauum Mo pasBUTUO MHEPOPMALUNOHHOMO
obLlecTBa B paMKax BbINOMHEHUSI peKOMeHAAaUUA NapriameHTCKUX crywaHni "AKTyanbHble BONPOCkl obecneyeHns
6e30nacHOCTU U pa3BUTUSA AeTelr B MHOPMaLMOHHOM NpoCcTpaHcTBe", koTopkle npowwsn B Coete ®enepauun 17
anpensa 2017 r., Obun paspaboTaHbl METOAMYECKUME PEKOMEHAALMM O pasMeLleHMM Ha MH(OPMAaLMUOHHBIX
CTeHAax, oduuManbHbIX WHTEPHeT-canTax W Jpyrnx WHAOPMAaLMOHHBLIX pecypcax obuweobpa3oBaTenbHbIX
OopraHusaumi U OpraHoB, OCYLLECTBSAWLWMX yrnpaBneHne B cdepe obpasoBaHus, nHpopmaumm o 6e3onacHom
noBefeHUn n ncnonb3oBaHun cetn "HTepHeT" (oanee - MeToanyYeckne pekoMmeHaaLumm).

MeToOunyeckne peKkoMeHOauuM HamnpasfeHbl Ha KayeCcTBEHHOE MOBbIEeHWe YPOBHSA WMHGOPMAaLMNOHHOW
AesiTeNbHOCTU 06LLeobpa3oBaTenbHbIX OpraHM3auuii MU OpraHoB, OCYLLECTBSIOWMX YrpaBrieHue B cdepe
obpasoBaHusi, B 4acTU MWH(OPMMPOBAHWUSA YyYalUMXCs, WX poauTenen (3akoOHHbIX MpeacTaBuTeEnen) u
negarormyecknx paboTHMKOB 06 OCHOBHBIX acrnekTax MHOpMaLMOHHON Ge30MacHOCTU.

MeTognyeckme  pekomMeHaauum no3BonAT  obuweobpasoBaTenbHbIM — OpraHM3auusiMm 1M OpraHam,
OCYLLECTBMSALWUM ynpaeneHne B cpepe obpasoBaHUs, akTyanuanpoBaTb YXKe MCMOomNb3yemMble N pa3MeLleHHble
WH(OPMaLMOHHbIE MaTepuanbl, Tak U MOArOTOBUTb MX B Clydae WX OTCYTCTBUA C YYETOM NyyLUMX MPaKTUK W
pekomeHaaunin.

B pamkax MeTOANYECKMX peKOMeHOaunN paccMaTpUBalOTCA CreayLmne MHCTPYMEHTHI:

1. HOPMALIMOHHbIE CTEHADI;

2. ohmumManbHble UHTEPHET-Pecypchl;
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3. cpegcTBa maccoBoy uHopmauny (LLUKOMbHbIE ra3eTbl, Negarornyeckme usgaHmsa n apyrue).
UHdopmaumnoHHble cTeHAabI

Ha wHdOopMauMoHHbIX CTeHAax B obweobpa3oBaTenbHbIX OpraHM3aunsx, pachnonoXeHHbIX B dovie
YYPEXOEHMN M B KabWHEeTax, OCHALUEHHbIX MepCoHasrlbHbIMU YCTPOMCTBaMM AONs Bbixoda B ceTb "MHTepHeT”,
pekomMeHayeTCsi pasMecTUTb WH(OPMAaUMOHHBbIE MaMsTKW, COoAepKaliue OCHOBHble COBETbl MO obecrnevyeHuio
NHGOPMAaLIMOHHON 6Ee30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 K METOONYECKUM PEKOMEHOAUMSAM NpeacTaBrneH obpasel, namsaTKu Ans pa3MeLLeHns Ha
NMHGOPMALIMOHHBIX CTeHAaX.

CpeacTtBa MaccoBoW MH(opMauumn

B cpeactBax MaccoBoi MHGOPMaLUUM, OPUEHTUPOBaHHbLIX Ha OOYyYaloOLMXCS, peKkoMeHOyeTcs B TeyeHue
y4eGHOro roga perynsipHo nyGnukoBaTb MHMOPMaLMOHHbIE MaTepuarbl, NMOCBSLLEHHble OTAENbHbIM acnekrTam
MHcpopMaLMOHHON Ge30nacHOCTH, a Takke pasfMyHble NamMsATKM obLLEero xapakrepa.

B cpenctBax MaccoBoil  MHOPMauUWW, OPWEHTUMPOBAHHbLIX Ha MeJarorMveckyld  ObLLECTBEHHOCT,
pekoMeHayeTCa B TeyeHuWe KaneHgapHoro roda perynspHo nyGnukoBaTb WMHGOPMALMOHHbIE MaTepuansl,
MOCBSALLEHHbIE OTAENbHLIM acnekTam WHMOPMaLUMOHHOW 6Ge30MacHOCTM KakK HEeCOBEPLUEHHOMETHMX, Tak |
obLeobpasoBaTenbHbIX  OpraHM3auuiA, a Tawkke pasnuyHble MnamsTkM, 0630pbl  HOPMAaTUBHO-MPABOBOIO
perynupoBaHusi aHHON chepbl U MHGOPMALMIO O aKTyarnbHbIX MEPOMNPUATUSIX U COBLITUSIX B JaHHON cdepe.

B xome npoBegeHusi EguHoro ypoka no 6esonacHoctu B cetun "MHTepHeT" pekomeHayetcsi obecneyvnTb
BbIMYCK TEMATUYECKOro BbIMyCKa CpeacTBa MaccoBOW MHdopmauun nnbo cepuv nybnvkauun, cpean KOTopbiX
pPacCMOTPETb OPraHM30BaHHbIE MEPONPUATUS AN 00yyaroLMXCs, UX POAUTENEN (3aKOHHbIX NpeacTaBuUTeEnen) m
negarorMyeckon oOLLLEeCTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypchl
OOweobpa3oBaTernbHEIM  OpraHn3aLmsM pPeKOMEHOYETCA Ha CBOMX oduumanbHbix VIHTepHeT-pecypcax

obecneunTb (YHKLMOHMPOBAHME CaMOCTOSTENBHOIO U CheunanuaMpoBaHHoro pasgena "MHdopmaunoHHas
Ge3onacHoOCTL", B paMKax KOTOpOro npeaycMoTpeTb pasMelleHne creaytoLein nHopmaumi:

N Paspen/nogpasgen dopmat npegcraeneHust CopepxaHune matepuarnoB
mMaTepuanos
1. |NokanbHble Konuu fokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOpMaTMBHbIE akTbl B | (bopmaTe *PDF CKaHUPOBaHHbIN BapuaHT JOKYMEHTa,
chepe obecneyeHus COOTBETCTBYIOLLNI TpeBOBaHNAM K
NH(OPMALMOHHOM napameTpamM CKaHUPOBaHUS.
Ge3onacHocTn PasmellaoTca OOKYMEHTHI,
obyyvaromxcs pernamMeHTpyloLLne opraHm3aumio n

paboTy C nepcoHanbHbIMU AaHHBIMY,
nnaHbl MEPONPUATUIA NO obecnevyeHunto
MHpopMaLMOHHONM 6e3onacHOCTU
obyyvarowmxca u gpyrue.

2. |HopmaTtusHoe Konuu JOKyMeHTOB B My6nukytoTca akTyanbHble CBEAEHUS O
perynupoBaHue dopmaTte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BnacTv 1 gpyrue
HOPMaTUBHO-NMPAaBOBbIE JOKYMEHTHI,
pernamMmeHTupyloLmne obecneyeHve
MHpopMaLMOHHONM 6e3onacHOCTU
HecoBepLueHHoneTHuX. [lonyckaeTcs
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BMECTO KOMuiA pasMelliaTb MMNepcchISiki Ha
COOTBETCTBYIOLLME AOKYMEHTbLI Ha cailTax
OpraHoB rocyapCTBEHHON BNacTu.

3. lNeparornyecknm TekcT Ha cTpaHuue Pa3mewiatotcs metognyeckme
paboTHMKam canta peKoOMeHAaUMN N yKasbiBaeTCsl
Konnn ooKymMeHTOB B MHpopMaLMS O MePONPUATUSIX, MPOEKTax
dopmaTte *PDF W NnporpaMmmax, HanpaBfeHHbIX Ha

nosblLLeHnE MHOPMaLMOHHOM
rPaMoOTHOCTM NeJarornyeckux paboTHUKOB.

4. | Obyyarowumces TekcT Ha cTpaHuue Pa3meLllaeTtcs nHopmaLoHHasa namaTka
cavta (npunoxenue N 2) u ykasbiBaetcsi
MHGOPMaLMa O MEPONPUATUSIX, MPOEKTax
W MporpaMmax, HarnpaBfieHHbIX Ha
nosblLLeHNE MHGOPMaLMOHHOM
rPamMOTHOCTM 00y4atoLNXCS.

5. Poaoutensam (3akoHHbIM | TEKCT Ha CTpaHuue PaamelLaeTcsa nHdopMaLnoHHasa namsaTka
npeacraBuUTeENsAM) caunTa (npunoxenue N 3).
obyvatowmxcsi

6. |[HeTckue 6e3onacHble | TEKCT Ha CTpaHuue Paamelaetcsa nHdopmaums o
canTbl canTa pekoMeHayeMbIX K UCNONb30BaHMIO B

y4eBbHOM npoLiecce 6e3onacHbIX canTax,
©aHHepbl 6e30nacHbIX AETCKUX CanToB.

OpraHaM, oCyLeCTBASAOLWMUM ynpaBrneHne B coepe 06pasoBaHusl, PEKOMEHOYETCS Ha CBOMX omumnanbHbIX
MHTepHeT-pecypcax obecneuntb (PYHKUMOHMPOBAHWE CaMOCTOSITENBLHOIO W Crneuvanu3npoBaHHOMO pasgena
"HdopmavrmoHHasa 6e30nacHOCTL", B paMKkax KOTOPOro NnpeycMoTpeTh pasMellleHre cneayoLlen nHopmaumm:

Mpunoxexne N 1

NAMATKA ]
[NSA OBYYAIOLLMXCA OB UHPOPMALIMOHHOW BE30MACHOCTYN AETEM

HENb3A

1. Bcem nogpsag coobwiaTb CBOKW YacTHYO MHopmauuo (Hactosiwme ums, damunuio, TenedoH, agpec,
HOMep LLKOSbI, @ Takke dpoTorpacmm cBou, CBOEW CEMbU 1 ApY3eNn);

2. OTKpbIBaTb BMOXEHHbIE (halibl ANEKTPOHHON MOYTLI, KOr4a He 3Haellb OTNpaBuTENs;
3. MpybuTb, NnpnanpaTbCs, OkasbiBaTb AaBreHNe - BeCTU cebst HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikaics AeHbramm TBoel ceMbm 6e3 paspeLleHns cTapLlumnx - BCeraa cnpaiwivean poanTenen;

5. He BcTpevanca ¢ NHTepHeT-3HAaKOMbIMU B pearibHOW XWU3HM - MOCOBETYMCH CO B3POCIMbIM, KOTOPOMY
nosepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaeay. Yutaewb o cebe Henpaeay B VHTepHeTe - coobuy 06 3TOM CBOMM poauTensm
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UNn onekyHaw;
2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 06GMEHNBATLCS - MPOBEPb, HET N NOABOXA;
3. HesakoHHoe konuposaHue dansnoB B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBai B3pocrbiM 0 Npobrnemax B CeTu - OHW Bceraa nomMoryT;

5. Wicnonb3yin HacTpoliku 6e3onacHOCTU U NPUBATHOCTM, YTOObI HEe MOTEPATb CBOM akkayHTbl B COLICETAX U
ApYrvx nopTanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenen;
2. Nonb3yelwbcs MHTEPHET-UCTOYHUKOM - Aenan CCbINKY Ha Hero;
3. OTKpbIBaN TONbLKO T€ CChINKN, B KOTOPbIX YBEPEH;
4. ObLiaTbcsa 3a MOMOLLbIO B3POCHbIM - POAUTENN, ONEKYHbI U aAMUHUCTPaLUSA CanToB Bcerga nomoryr;

5. Mponan oby4veHune Ha cante "CeTeBMYOK" M NONYYN NAcnopT LMdPOBOro rpaxaaHuHal

Mpunoxexne N 2

WH®OPMALIMOHHAA NAMATKA
AOnsA ObYYHAKOLLKUXCA OANA PASMELLEHUA
HA O®PULNATbHBIX UHTEPHET-PECYPCAX

C kaxgblM rogoM MOSOAEXN B MHTEPHETE CTAHOBUTLCS OOMblUe, a LUKOMbHUKA OOHU U3 CaMblX aKTUBHbIX
nonb3osatenen PyHeTta. Mexay Tem, MOMUMO OFPOMHOrO KONvyecTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. 3Ta NamMATKa AOIMKHA NoMoYb Tebe 6e30MacHO HaXoaUTbLCS B CETH.

KomnbloTepHble BUPYChI

KomnbloTepHbI BUPYC - 3TO PasHOBUOHOCTb KOMMbIOTEPHbIX MPOrpaMM, OTIIMYUTENbHONW OCOBEHHOCTbIO
KOTOPOI SIBNSIETCS CMOCOOHOCTb K pa3MHOXeHWo. B [onoriHeHue K 3TOMy, BMPYCbl MOTYT MOBPEAUTb WUIK
MOJSIHOCTbIO YHUYTOXUTb BCE paiinbl U AaHHble, MOAKOHTPOSbHbIE MOMb30BATEN0, OT MMEHU KOTOpOro Obina
3anylleHa 3apa)KeHHasi nporpaMmMa, a Takke NnoBpeanTb UMK OaXe YHUUTOXWUTb OnepaLMoHHY CUCTEMY CO BCEMMU
dharinamu B Lenom. B 6onbLIMHCTBE Cry4YaeB pacnpoCTPaHSATCA BUPYChl Yepes UHTEPHET.

MeToab! 3awuTbl OT BPEOOHOCHbLIX nporpamMmm:

1. Ncnonb3yn cCOBpEMEHHblE OMepaumoOHHbIE CUCTEMbI, UMENOLME Cepbes3Hbli YpOBEHb 3aluTbl OT
BPEAOHOCHbIX NPOrpamm;

2. MocTosAHHO ycTaHaBnuBan nadti (UMdpoBble 3annaTkv, KOTopble aBTOMAaTUYECKW YCTaHaBMNMBaKTCA C
Lenblo AopaboTku nporpammbl) M Opyrue oGHOBMEHWS CBOei onepaunoHHON cucTeMbl. CKaumBaid UX TONbKO C
ocuumanbHoro caita paspabotynka OC. Ecnu cyllecTByeT pexnM aBTOMaTU4eCcKoro 06HOBIIEHNS, BKIOUM ETO;

3. PaboTan Ha cBoeM KOMMNbOTEPE Noa npaBamMu nosib3oBaTtesid, a He agMUHUCTpaTopa. OT0 He no3BoONUT
6OJ'IbIJJI/IHCTBy BpeaOoHOCHbLIX nporpamMm UMHCTanmmpoBaTbCA Ha TBOEM MepCcoHaribHOM KOMMbIOTEPE;

4. Vcnonb3yn aHTUBUPYCHblE MPOrpaMMHble NPOAYKTbl M3BECTHbLIX MPOM3BOAUTENEN, C aBTOMaTUYECKUM
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obHoBreHnem 6a3s;
5. OrpaHuyb buanyecknii 4OCTYN K KOMMbIOTEPY A5 MOCTOPOHHUX JINLL;

6. Vicnonbayin BHELWHWe HOCUTENU MHAOPMaLMK, TakMe Kak doreLuka, QUCK unv dann u3 MHTepHeTa, TONbKO
13 NPOBEPEHHBLIX UCTOYHUKOB;

7. He oTkpbiBa KOMMbIOTEPHbIE (palrnbl, NOMyyYeHHble U3 HEHAAEXHbIX UCTOYHUKOB. [laxe Te davinel,
KOTOpble npucran TBOW 3HaKoMbIi. Jlyylle yTo4YHM y HEro, oTNpaBnsasn fin oH Tebe unx.

Cetn WI-FI

Wi-Fi - aTo He BMAO nepedayn OaHHbIX, HE TEXHONOrMs, a Bcero nuuwb OpeHa, mapka. Ewe B 1991 rogy
HuaepnaHackas komnaHusa 3apeructpuposana 6peHp "WECA", uto o6osHavano crnoBocouveTaHue "Wireless
Fidelity", koTopbit nepeBoanTcs Kak "decnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyrasa abbpeBuaTypa, KOTOpas SABMASETCS TaKOW Xe TexHomorven. 310
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue BbifI0 4aHO C HAMEKOM Ha CTaHAAPT BbiCLIEN 3BYKOBOWM TexHUKM Hi-Fi, uto
B NepeBoAe 03Ha4aeT "BblCOKasi TOYHOCTL".

Ha, GecnnaTHbI MHTEPHET-AOCTYN B Kade, OTENsX W alaponoprax SABMASETCA OTMMYHON BO3MOXHOCTbLHO
BbIXOAa B UHTEPHET. Ho MHOrmMe akcnepTbl cuntatoT, 4To obwenoctynHele Wi-Fi ceTu He siBnsitoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTH paboTbl B 06wWwenocTynHbix cetax Wi-fi:

1. He nepepaBan cBOlO nu4YHyl0 MHopmauuo yepe3 obwepoctynHble Wi-Fi cetn. Pabotasa B HuX,
XenatenbHO He BBOAMTb Maponuv A4OCTYyNa, fOrvHbl U Kakue-To HOMepa;

2. Nicnonb3yi n 06HOBNSAW aHTUBUPYCHbIE NporpamMmbl U 6paHamayep. TeM cambiM Tbl 06e3onacullb cebsi oT
3aKayky BMpyca Ha TBOe YCTPONCTBO;

3. Mpu ncnonbzoBanum Wi-Fi oTkntoum doyHkumio "O6wmn goctyn k pannam u npuHtepam”. JaHHas dyHKLmMS
3aKpbiTa MO YMOIYaHWIO, OLHAKO HEKOTOpble MONb30OBaTENM aKTUBMPYIOT ee Ans yaoOCTBa UCNONb30BaHUA B
paboTte nnn yyebe;

4. He ncnonb3yn nyonuddbin WI-FI ogns nepegaym nuuHbIX AaHHbIX, HANnpuMep Ans Bbixoga B coumarnbHble
CETWN UMK B 3NEKTPOHHYIO NOYTY;

5. Vicnonb3yi Tonbko 3awmeHHoe coeguHeHune vepe3d HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkumo "MogkntodeHne k Wi-Fi aBtomatmnyeckun”. He ponyckan
aBTOMaTU4eCKOro noaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble ceTn

CoumanbHble CETU akTUBHO BXOAST B Hally XW3Hb, MHOTME mogu paboTaltT U XUBYT TaM MOCTOSHHO, a B
Facebook yxe sapeructpupoBaH munnuapg 4YernoBeK, YTO ABNAEeTCA OOHOW CeobMOW BCEX XUTENen nnaHeTbl.
MHorve nomnb3oBaTenu He MOHMMAlT, YTO MHpOpMaUus, pa3MeLLeHHas MU B CoUMarbHbIX CETAX, MOXET ObITb
Haln[eHa 1 UCnornb3oBaHa KeM YrogHo, B TOM Yucre He obsi3aTenbHO ¢ bnarumm HamepeHusamMu.

OcCHOBHbIe COBETbI N0 6e30MNacHOCTU B coLManbHbIX CETSX:
1. OrpaHudb cnucok apysen. Y 1ebsi B Apy3bsx HE AOMKHO BbITh CyYanHbIX U HE3HAKOMBbIX JTHOAEMN;

2. 3awwilain cBOK YacTHyIO XU3Hb. He ykasbiBai naponwu, TenedoHbl, agpeca, AaTy TBOEro poXaeHusl U
APYTYIO MMYHYI0 MHGOPMaLMIO. 3MOYMbILLNEHHUKU MOTYT UCMOMb30BaTh AaXe UH(OPMALIMIO O TOM, KaK Tbl 1 TBOU
poauTenun NNaHnpyeTe NPOBECTU KaHWKYIbI;
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3. 3awmwian cBoto penyTauumio - epXu ee B YACTOTE M 3adaBan cebe Bonpoc: xoten Obl Thl, YTOObI Apyrne
nonb3oBaTenu BUAENM, YTO Thbl 3arpyxaelub? Nogyman, npexae Yem 4To-To onybnvKoBaTh, HanucaTb U 3arpysnTb;

4. Ecnv Tbl roBopuLLb C MogbMU, KOTOPbIX HE 3Haellb, He UCMONb3Yyin CBOE pearnbHoe UMSA U APYryIo NINYHYIO
MHpopMaLIMK: UMSI, MECTO KUTENbCTBA, MECTO y4ebbl U NpoYee;

5. N3beran pasmelleHus cdotorpacduin B IHTepHETE, rae Tbl M3006paXKeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMNOMNOXEHUE;

6. I'IpM perncrtpauun B coumarnbHON ceT HeobXxoaNMMO UCMOMb30BaTb CIOXHbIE naponu, cocrtodaLlimne n3 6yKB
n LI,VIQ)p N C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumnanbHOW CEeTU, NOYThI U apyrunx canToB HEOBXOAMMO MCMONb30BaTb pa3Hblie naponu. Torga ecnu
Teba B3nomatot, To 3M10yMbILUNEHHUKN nony4daT AOCTYN TONbKO K 0 AHOMY MECTY, a HE BO BCe Ccpaaly.

3]16KTpOHHbIe AeHbr'n

SJ'IeKTpOHHbIe AOEHbIN - 3TO O4YEHb y,EI,O6HbIl7I crnocob nnartexen, ogHako CyleCTBYKOT MOLUEHHUKN, KOTOpble
XOTAT NOJTy4UTb 3TN OAEHbIU.

SJ'IeKTpOHHbIe AOeHbrnm noaBuUIIMCb coBCceM HeJaBHO U UMEHHO M3-3a 3TOIro0 BO MHOIMMX rocygapcrtBax Ao Cux
nop He NponnucaHo NpPo HUX B 3aKOHax.

B Poccun xe oHM OYHKUMOHMPYIOT U O HUX YKEe MPONUcaHOo B 3aKOHe, FAe WX pasgensitoT Ha HEeCKOSbKo
BMOOB - @aHOHUMHbIE WU HE aHOHWMHble. PasHuWLa B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTcs
npoBoANTbL onepauun 6e3 naeHTUMKauum nonb3oBaTens, a B HEAHOHUMHbIX MAEHTUUKALNS nonb3oBaTens
ABnsieTcs ob6s3aTeNnbHOMN.

Tawkke cnegyeT pasnuuyaTb 9MNEKTPOHHble uaTHble OeHbrM (paBHbl rOCY4APCTBEHHbIM BaniTam) u
3MNEKTPOHHbIE HedmaTHbIE AeHbrM (He paBHbl rOCYAapCTBEHHBIM BanoTam).

OcHoBHble coBeTbl No 6e3onacHom pa60Te C 3J1eKTPOHHbIMU AE€HbramMu:

1. TpuBSXM K cHETY MOOWMBHBIN TeNnedoH. ATO camblii yAOOHbLIV 1 ObICTPbIA cNOCOO BOCCTAaHOBUTL AOCTYM K
cyeTy. [NpuBs3aHHbIN TenedoH MOMOXET, ecnu 3abyaellb CBOW NMATEXHbIA Napofib WKW 3angellb Ha CanT C
He3HaKOMOro yCTPOMWCTBA;

2. MCHOJ’Ib3y17I OHOpa3oBblE NMaposin. MNocne nepexoga Ha yCUINeHHy aBTOpU3auuio Tebe yKe He 6y,u,eT
yrpoXxatb ONMacHOCTb KpaXun Uinn nepexsarta niaTtexXHoro napongd,

3. Boibepu crnoxHbin naponb. pectynHukam OydeT He MpOCTO yragatb CrOXHbIA naponb. HagexHble
naponu - 3To Naponn, KOTopble cogepXaTt He MeHee 8 3HaKOB M BKIOYatoT B cebs CTPOYHbIE U NPONUCHbIE BYKBBI,
LUMdpbl U HECKONBbKO CMMBOMOB, TakMe Kak 3Hak gonnapa, dyHTa, BOCKnMUATEmNbHbIA 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NIMYHbIE AaHHbIE HA canTax, KOTOPbIM HE AOBEpAeLlb.
3neKTp0H|-|a;| noyTa

OneKTpoHHas MoyTa - 3TO TEXHOMOrUs U MNpedoCTaBfsieMble €l YCMAyrM MO MEepechifike M MOSYyYEHUHo
3MEKTPOHHbBIX COODOLLEHNI, KOTOpbIE pacnpenensioTcs B KOMMNbOTEPHON ceTu. OBbIMHO 3MEKTPOHHLIN MOYTOBbLIN
ALWKWK BbIMNSAUT criefyolwuMm obpa3oM: MMs_Nonb3oBaTena@uma_AoMeHa. Takke KpoMe nepefadm npocToro
TeKkcTa, UMeeTcs BO3MOXHOCTb nepeaaBaTh hannbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C INeKTPOHHOW NOYTON:

1. Hapo BbiOpaTb NpaBWibHBIA MOYTOBLIA CEPBUC. B WHTEpHeTe ecTb OrpoMHbIn Bblibop GecnnaTHbIX
NMOYTOBBLIX CEPBMCOB, OOQHAKO Myylle JOBEPATb TEM, KOro 3HaeLlb U KTO NePBbIA B PENTUHTE;
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2. He ykasblBan B JIMYHOW MO4YTe JNYHYD  uHopmauuio. Hanpumep, nydwe Bbibpath
"My3blkanbHbIn_paHat@" nnm "pok2013" BmecTto "remal3";

3. Ucnonbayin gByxaTanHyo aBTopusaumio. ATo korga NOMUMO Naposs HY>KHO BBOAWUTb KO, MPUCLINIaeMbIN
no SMS;

4. Bbibepu CrnoxHbIN naponb. [s Kaxaoro NoYToBOro siluKa OOIMKEH ObiTb CBOM HAAEXHbIN, YCTONYMBBINA K
B3MOMY Naponkb;

5. Ecnu ecTb BO3MOXHOCTb Hanucatb CamoMy CBOW fIMYHBIN BONPOC, UCNOSMb3YN 3TY BO3MOXHOCTb;

6. Vicnonb3yin HECKOMNBKO MOYTOBBIX ALWMKOB. [MepBbI AN YaCTHOW NEePEnUCcKU ¢ agpecaTamMu, KOTOPbIM Thbl
JoBepsiellb. ATO ANEKTPOHHbIV aapec He HaZo MCMOoNb30BaThb Npu perncTpauun Ha dopymax n cantax;

7. He oTkpbiBan haninbl n apyrue BAOXEHUS B NUCbMaX, AaXE €Cry OHU MpULLK OT TBOUX Apy3en. Jlydwe
YTOYHMW Y HUX, OTNPABIIANN N1 OHKN Tebe 3T dannel;

8. MNocne okoH4YaHus paboTbl Ha MOYTOBOM CEPBMCE Nepern 3aKkpbiTUEM BKITALAKU C CANTOM He 3abyab HaxaTb
Ha "Bbiitun".

KnGepOynnuHr unu eMpTtyanbHoe usaeBaTenbLCcTBO

KM6ep6yJ’IJ’WIHF - npecnegoBaHne coobLLEeHMAMM, cogepxawmnmmn OCKOp6J'IeHI/IFI, arpeccuio, 3anyrmBaHue;
XynuraHcTBO, coumnarnbHoe 6OVIKOTMpOBaHMe C NOMOLbI pa3sfiMYHbIX NUHTEPHET-CEPBUCOB.

OcHoBHbIe coBeThl N0 6opbbe ¢ KndepbynIMHIroMm:

1. He 6pocavics B 6o1. Jlyywnii cnocob: nocoBeToBaTbCs Kak cebst BECTU U, €Cnn HET TOro, K KOMY MOXHO
obpaTuTbCs, TO BHayarne ycnokoutbcs. Ecnu Tbl HauyHelb oTBeYaTb OCKOPGNEHUsIMU Ha O0CKOPOMNEHUs, TO TOMbKO
elle Gonblue pasoxKellb KOHINKT;

2. YnpaBnsn ceBoen knbeppenytaumen;
3. AHOHMMHOCTb B CeTM MHMMasi. CyLecTBYIOT CNOCOObI BbIICHUTD, KTO CTOUT 382 aHOHUMHbIM aKKayHTOM;

4. He cToMT BEcCTU XynuraHckui obpas BUPTYanbHOW XWU3HWU. VIHTEpPHET chuKcupyeT BCe TBOM OEWCTBUSA U
COXpaHseT ux. Yoanutb ux 6yaeT kpanHe 3aTpyAHUTENBHO;

5. Cobniogan cBol BUPTYaribHYK YECTb CMOJIOAY;

6. WrHopupyit eovHuYHbIA HeraTue. OOHOpPa3oBble OCKOPGUTENbHbIE COOBLLEHUs Nydlle WMrHOPMpPOBaThb.
O6bIYHO arpeccusi NpekpallaeTcs Ha HavanbHOWM cTaguu;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOGLUEHMSIMM, B COLMarbHbIX CETAX €CTb
BO3MOXXHOCTb GITOKMPOBKU OTNpPaBKy COOBLLEHWIA C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBou AeicTBMA: BbICTYNUTb NPOTUB NpecrneaoBaTtens, nokasatb emy,
YTO ero OelCTBUSA OLEHMBAKOTCA HeraTMBHO, MOAAEPXaTb XEpPTBY, KOTOPOM HyXHa Ncuxorormyeckasi nomollb,
COOGLUMTL B3POCHbIM O (DaKTe arpecCUBHOMO NMOBEAEHUSI B CETU.

Mo6unbHbIN TenecgoH

CoBpeMeHHble cMapTdOHbI U NNaHWeTbl cogepxaT B cebe BMNONHe B3pPOCNbIA pyHKUMOHAr, U TENepb OHU
MOTYT KOHKYpPUpPOBaTb CO CTaLWOHapHbIMKM KoMMbioTepamu. OgHako, cpeacTB 3awmThl Ans NoA0GHbIX YCTPONCTB
noka o4YeHb Mano. TecTMpoBaHue MU NOUCK YSI3BUMOCTEMN B HUX MPOUCXOOUT HE Tak MHTEHCUBHO, kak ans MK, 1o xe
camoe KacaeTcs U MOBUIMbHbIX NPUNOXEHNIA.

COBpeMeHHbIe MOOUnNbHbIE 6pay3epb| yXe nMNpakTu4eCkn [AdorHanm HacToflbHble aHanorun, oagHako
pacwiunpeHue (pyHKLI,VIOHaJ'Ia BIneYeT 3a cobon 60]'IbLule CJTOXXHOCTb U MEHbLUYO 3alUNLLEHHOCTb.
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[aneko He BCe MPOW3BOAMTENW BbINYCKAlOT OOHOBMEHWUS, 3aKkpbiBaloLUMe KpUTUYECKME YA3BMMOCTWU Ans
CBOWIX YCTPOMNCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUNbHOro TenedoHa:

Huuero He sBnsieTca no-Hactoswemy GecnnaTHbiM. Byab ocTopoxeH, Bedb korga Tebe npegnaratoT
BecnnaTHbIi KOHTEHT, B HEM MOTYT BbiTb CKPbITbI Kakue-To NnaTHble YCryru;

Oymaii, npexae yem oTtnpasutb SMS, ¢oTo unu Bnaeo. Tbl TOYHO 3Haellb, rAe OHM ByayT B KOHEYHOM
ntore?

Heobxoanmo o6HOBNATE ONEpaLMOHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl Ansi MOBUIbHbIX TENEeOHOB;

He 3arpyxai npunoXeHWss OT HEU3BECTHOrO WCTOYHWKA, BEAb OHWM MOFYT coAepXaTb BPEeAOHOCHOE
nporpaMmmHoe obecneyveHue;

[Mocne Toro kak Thbl BbIMAELWb C CalTa, rae BBOAWUN NUYHYO MHGOPMaLMIO, 3angu B HacTporku 6Gpaysepa u
yaanu cookies;

Meproanyeckn npoBepsi, Kakne nNnaTHble YCYyrn akTMBMPOBaHbl HA TBOEM HOMeEpE;
[asan cBon Homep MOBUNBLHOrO TenedoHa TONMbLKO NIAAM, KOTOPLIX Thl 3HAELWb 1 KOMY AOBEPSELLb;

Bluetooth gomxeH 6bITb BbIKMOYEH, KOrga Tl UM He nonb3yelwbes. He 3abbiBan nHorga npoBepsATb 3T0.
Online urpbl

CoBpeMeHHble OHMalH-Urpbl - 3TO Kpaco4Hble, 3axBaTbiBalOLME pasBrieyveHus, obbeauHsWmMe COTHU
ThICSIY YernoBek Mo Bcemy mupy. Urpoku mnccrnegyoT AaHHbIA UM MUp, obLualTcs Opyr C OPYroM, BbIMOSHSIOT
3a/laHus1, CPaXXaKTCs C MOHCTPaMU 1 NosyyaroT OnbIT. 3a yA0BOMbCTBUE OHM NMAATSAT: MOKYNaKT ONCK, ONnavynBaoT
aboHeMeHT nnm NpuobpeTarT Kakne-To onuum.

Bce atu cpeanctea wmayt Ha nogaepXaHune wn pasBuTue urpbl, a TakKkKe Ha CcaMmy 6e30nacHoOCTb:
COBEpPLUEHCTBYKOTCA CUCTEMbl aBTOpu3aunn, BbiNYyCKakOTCA HOBbIE NaTyu (LI,M(prBbIe 3annaTtkm anda nporpaMM),
3aKpbIBAKTCA YA3BMMOCTU CeEpPBEPOB.

B nopoOHbIx nrpax CTouTt onacaTtbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXXu TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopunsaunmn GonblUMHCTBA urp.

OcHoBHble coBeTbl Mo 6e30MacHOCTM TBOEro MrpoBOTrO akKayHTa:

1. Ecnn gpyron urpok BegeTt cebsi nMnoxo mnum co3gaeTr 1ebe HenpusiTHOCTM, 3abrnoKvMpyh ero B Cnmcke
UrPOKOB;

2. I‘Io>|<any|7|c;| agMUHUCTpPAaTopaM WUrpbl Ha MNyoxoe noBegeHne 3TOro Urpoka, xenatesibHO MNPUIoXUTb
Kakme-To gokasaTtenbCTBa B BUe CKPUHOB;

3. He ykasbiBan nn4yHyo MHopMaumio B npoanne urpsbl;
4. YBaxain gpyrmx y4acTHUKOB MO Urpe;

5. He yctaHaBnmBan HeoduumanbHble naTyy 1 Moabl;

6. Ncnonb3yi CNoXHble U pasHble Naponu;

7. Jaxe BO BpeMA Urpbl He CTOUT OTKNOYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOW KOMMbOTEP MOryT
3apa3nTb.
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PULINHT Unn KpaXa NMUYHbIX AAaHHbIX

OOGblYHOM Kpakeln [eHer W [OOKYMEHTOB CEerofHs yXe HUKOro He YAMBUWb, HO C pPasBUTMEM
WNHTEPHET-TEXHOMOMIA 3MNOYMBILLNEHHUKU NMEepeMecTUNMCb B WHTEpPHET, U NpoAoImKaloT 3aHuMaTbea "MobuMbim”
[OernoMm.

Tak nosiBunack HoBas yrposa: MHTEPHET-MOLLUEHHNYECTBA UNWN (DULLIMHT, rMaBHas Lenb KOTOPOro COCTOUT B
nony4eHun KoHUaeHUnanbHbIX OaHHbIX NoNb3oBaTenen - NorMHoB U naponen. Ha aHrnuiickom gasbike phishing
yntaeTca kak dpuwnHr (ot fishing - peibHas nosns, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLINMHIOM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnv Tbl nofo3peBaellb, YTO TBOSI aHKeTa Gbina B3fioMaHa, To Heo6xoaMmo
3abnokupoBaTh ee 1 COOOLLMTbL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yi 6e3onacHble BeO-calTbl, B TOM YACHE, MHTEPHET-Mara3nuHOB M NMOUCKOBbIX CUCTEM;

3. Vicnonb3yii cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3NOMaloT, TO 3MOYMbILLMEHHWUKN
nony4aT AOCTYN TONbKO K OQHOMY TBOEMY MPOUII0 B CETH, @ HE KO BCEM,;

4. Ecnu Tebs B3nomanu, To Heobxoaumo npeagynpeanTb BCEX CBOMX 3HAKOMBbIX, KOTopble fobasneHbl y Tebs
B OpPY3bsX, O TOM, 4YTO Tebs B3romManu M, BO3MOXHO, OT TBOEro UMeHn BGyaeT paccbinarbCs cnam U CCbIIKU Ha
(OULLMHIOBbIE CaNThI;

5. YctaHoBM HagexHbi naponb (PIN) Ha MOBUMbHBIN TenedoH;
6. OTknNIoYM coxpaHeHne napons B 6Gpaysepe;

7. He oTkpbiBai haiinbl n Apyrue BAOXEHUS B NUCbMaX, AaXe ecrny OHU NpULLnM OT TBouX Apysen. Jlydwe
YTOYHW Y HUX, OTMNPABMANM N1 OHU Tebe 3Tn parnebl.

LndpoBas penytauusn

LincbpoBas penytaums - 370 HeraTMBHasa unm nNo3nTrMeHas uHdopmaumsa B cetn o Tebe. KomnpomeTtupytowas
nHdopmMaLms, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCs Ha TBOEW pearibHOW XU3HW.
"LindppoBas penytaumsa” - 3To TBOW UMUK, KOTOPbIA hopmMupyeTcs U3 uHdopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XUTENbLCTBA, yqe6b|, TBOE (bMHaHCOBOG nonoXxeHne, ocobeHHoCTH Xapakrtepa U pacckasbl O
OrM3KNX - BCE 3TO HaKanMBaeTCs B CETH.

MHorne noapoCTKM IErKOMbBICIIEHHO OTHOCATCA K MNybrvkauum nmMyHon uHdopmauun B MHTepHeTe, He
NOHMMasi BO3MOXHbIX NMOCNeaCcTBUN. Thl Jaxe He CMOXeLlb JorafaTthCs O TOM, UTo dhoTorpadus, pasmeLleHHasa 5
net Hasaf, ctana npuynHOM oTkasa NpUHATbL Teba Ha paboTy.

KommeHTapun, pasmelleHne TBomx oTorpadumii u gpyrme SencTBust MOryT HE UCHE3HYTL Aaxe nocrne Toro,
Kak Tbl UX yganuwb. Tbl He 3Haelb, KTO cOXpaHumn 3Ty WHdopMauuo, nomnana nu oHa B MOWUCKOBbLIE CUCTEMbI U
COXpaHunach fin oHa, a rfaBHoE: YTo NoAaymaloT o Tebe oKpyKatoLime foau, KoTopble HarnayT U yBUAAT 3T0. Haitu
NHGOPMALMIO MHOFO NeT CNYCTA CMOXET Ntobon - kak M3 Aobpbix NoOYXOEHUN, Tak U C HAMEPEHNEM NPUYUHUTD
BpeA. ATO MOXeT ObITb KTO YrogHo.

OcCHoOBHbIe COBETbI M0 3aWuTe LndpoBon penyTaumm:
1. MNogyman, npexae Yyem 4TO-TO Ny6NuKoBaThb U Nepenasath y cebsi B 6riore unu B coumnansHON ceTu;

2. B HacTpoikax npoduns ycTaHOBM OrpaHuMYeHMs1 Ha MPOCMOTP TBOEro Npodwuns U ero coaepkumoro,
caenan ero Tonbko "anga apysen";

3. He pasmelnan u He ykasbiBan MHHOPMAaLMIO, KOTOpasi MOXET KOro-nmbo ockopbnsaTe nnm obmxatsb.
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ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJTIbHUKN - aKTUBHbIE MOJNib30BaTesln umq)poaoro NpoCTpaHCTBa. OpHako pganeko He Bce
3HaKT, YTO MNOJfib30OBaHMEe MHOIMMMU BO3MOXHOCTAMU LI,VI(*)pOBOFO Mupa Tpe6yeT cobntogeHuns npae Ha
MHTENNEeKTyallbHYIO COOCTBEHHOCTD.

TepMUH "MHTeNnekTyanbHas COOCTBEHHOCTb" OTHOCUTCSI K PasfMYHbIM TBOPEHWUSIM YENOBEYECKOro yma,
HayMHasa C HOBbIX M306peTeHMn 1 3HaKoB, 0DO3Ha4YaoLWmMx CO6CTBEHHOCTL Ha NPOAYKTbI U YCAYIKU, N 3aKaH4YMBas
KHuramu, otorpadmsamm, KWUHOPUNbMaMn U My3blKkarbHbIMY NPOU3BEAEHUSIMMU.

ABTOpCKUWE NpaBa - 3TO NpaBa Ha MHTENNeKTyanbHyl0 COBCTBEHHOCTL Ha NPOU3BEAEHNS HaYKu1, NuTepaTypbl
M UckyccTBa. ABTOPCKME NpaBa BbICTYMNalOT B KAYeCTBE rapaHTUM TOro, YTO MHTENMeKTyanbHbIN/TBOPYECKUA TpyA
aBTopa He OyaeT HanpacHbIM, 4acT eMy cripaBeAninBbie BO3MOXHOCTY 3apaboTaTh Ha pesynbTaTtax CBOero TpyAaa,
nony4YnMTb W3BECTHOCTb W npu3HaHve. HwkTo 6e3 paspelleHns aBTopa He MOXeT BOCMPOU3BOAMTL €ro
npousBedeHne, pacnpocTpaHaTb, NYGNNMYHO AEMOHCTPMpOBaTh, NpogasaTb, MMMOPTMPOBATbL, NyckaTb B MpOKarT,
nNy6nmnYHO MCNONHSATL, NOKa3bIBaTL/MCNOMHATL B 3dupe unm pasmelartb B VIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecneyeHnss MoXeT NMPMBECTM K MHOTMM pUCKaMm: OT noTepu
AaHHbIX K TBOUM akkayHTam Ao 6roKMpoBKM TBOEro YCTPOWCTBA, rAe YCTaHOBMEHa HeneranbHas nporpamma. He
CTOUWT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnartHble NporpamMmmbl, KOTOPbIE MOXHO HaWTU B CETU.

O noprane

CeTeBu4yoOK.ph - TBOW rMNaBHbIA COBETYMK B ceTW. 34eCb Tbl MOXelWwb y3HaTb O HesonacHocTM B ceTu
MOHATHBLIM M AOCTYMHbIM S3bIKOM, @ MPU BO3HMKHOBEHMUN KPUTMYECKOW CcMTyaumnn obpatutbcs 3a coBeToM. A Takke
MPUHATL y4acTue B KOHKypcax 1 cTaTb CaMbiM LMPOBbIM rpaXgaHNHOM!

MpunoxeHue N 3
NAMATKA Ons POOAUTENEN O6 UH®OPMALMOHHON BE30MNACHOCTU OETEN

OnpepeneHne TepMmHa "nHdopMalmoHHasa 6e3onacHocTb aeTen” copepxutcst B PegepanbHom 3akoHe N
436-903 "O sawmute geten oT MHboOpMaLMK, NPUHUHSAIOLWEN Bpen WX 340POBbI0 M PasBUTUKO", Perynmpylowum
OTHOLUEHMS, CBSA3aHHbIE C 3aUTON AeTen OT MHopMaumn, MPUYMHAIOLLEN Bpeq UX 300POBbI0 U (UNn) pasBuTuIo.
CornacHo gaHHOMY 3akoHy "MHdoOpMaunoHHasi 6e3onacHOCTb AeTen" - 3TO COCTOSIHWE 3alUMLLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NMPUYNHEHNEM MHOPMaLMen Bpeaa nx 34opoBbio 1 (Mnun) nsmyeckomy,
NCUXNYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY Pa3BUTMIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 nHpopmaumen, NpuUmMHAOLLEA Bpe 340POBbI0 U (MNK) pasBUTUio
aeten, sBnseTcs:

1. HcbopMaumsi, 3anpeLleHHast Ans pacnpoCcTpaHeHust cpean AeTei;

2. unHdopMmaLmsa, pacnpoCTpaHeHUWe KOTOPOW OrpaHUYeHO cpeau JeTer onpeaeneHHbIX BO3PaCTHbIX
KaTeropumn.

3. K nHopmaummn, 3anpeLLeHHon ons pacnpocTpaHeHust cpean AeTen, OTHOCUTCS:

4. vHcopmaums, nobyxpgawowas geTer K COBEpLUEHU0 OeNCTBUN, MPEACTABMSAOLMX Yrpo3y WX >XU3HU U
(vnn) 300pOBLIO, B T.4. MPUYMHEHMIO BpeAa CBOEMY 340POBbI0, CaMOyOMNCTBY;

5. cnocobHOCTL BbI3BaThb Yy AeTewn XenaHume ynotpebutb HapkoTUYeckne CpeacTBa, MCUXOTPOMHbIE N (MnK)
ogypmaHuBawlme BewlecTBa, TabayHble MU3genus, ankoronibHyl W CnMpTocoAepKallylo MpogyKUMIO, MUBO U
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[ata coxpaHeHus: 07.06.2018

HanMTK1, n3rotaBiiMBaemMble Ha €ro OCHOBE; MNPUHATb y4YacCTue B a3apTHbIX Urpax, 3aHMMaTbCA I'IpOCTI/ITyLI,I/IeI7I,
6pOD,F|)KHI/I‘-IGCTBOM nnn I'IOI'IpOLLIGVIHW—IGCTBOM;

6. obocHoBbIBalOLWaAs uWnn onpasabiBarwoliada AOOonNyCTUMOCTb Hacunna wu (MJ'IM) KECTOKOCTU nmbo
r|o6y>|<nalou.|.aﬂ OCYLLECTBIIATb HACUJTIbCTBEHHbIE OEeNCTBUS MO OTHOLLEHMIO K MI0OAM U KUBOTHbIM;

7. oTpyLatoLLlasl ceMelHble LIeHHOCTU 1 (hopMUpYIoLLas HEYBaXKEHUE K poauTenam u (Unv) ApyrM YneHam
cembM;

8. onpaBabiBatoLLas NpoTUBONPABHOE NOBEAEHME;
9. cogepkallasi HeLleH3ypHY BpaHb;
10. cogepkaluas nHpopmaumo NopHorpadun4ecKkoro xapakrepa.

K wvHdopmaumn, pacnpocTpaHeHWe KOTOpPOW OrpaHWyeHo Cpeau [feTeil onpedeneHHoro Bo3pacTa,
OTHOCKUTCA:

1. MHopMauusa, NnpeacTaBnseMasi B Buae n3obpaxeHust Unm onnucaHus XXecToKoCTu, omMamyeckoro u (unu)
NMCUXMYECKOro Hacunusi, NPECTYNIIEHUS UM MHOTO aHTUOBLLLECTBEHHOTO AENCTBUS;

2. Bbi3blBaOWas y AeTen CTpax, YKac UnM naHwky, B T.4. NpeAcTaBnsemMas B Buae U300paxeHus unu
ONMCaHWs B YHWXaloOWen YernoBeyeckoe [AOCTOMHCTBO (POpME HeHacwurnbCTBEHHOW cMepTw, 3abonesaHus,
camoybuincTea, HecHacTHOro cryyasi, aBapum nnu katactpodbl 1 (Mnu) nx NOCNeACTBUN;

3. npenctaBnsiemas B Buae WU306paxkeHUs MAM OMUCAHWS MOSIOBbIX OTHOLUEHUN MEXZY MYXYMHOW U
>KEHLUMHOMN;

4, coaepxallad 6paHHbIe CIoBa " BblpaXeHud, He OTHOCALLMeCA K HeueHsypHon 6paHVI.

C yuyetom aTtoro Bam npegnaratotcs npaeuna pabotel B cetu MHTepHeT Ansi pasnuyHbiX BO3PaCTHbIX
KaTeropui, cobniogeHne KoTopbix NO3BOSUT 06ecneynTb MHPOPMaLMOHHYO 6e30NacHOCTb BallMX AeTEN.

O6wme npasuna ans poguTenen

1. HesaBucrMMo oT Bo3pacTa pebeHka ucnonb3ynTe nporpaMMHoe obecneveHne, nomoratollee hunsTpoBaTb
N KOHTPONMPOBaTb MHpOPMALIMIO, HO HE MofarakTech MOMHOCTLIO Ha Hero. Bawe BHMMaHMe K pebeHKy - rmaBHbIN
MEeTO[ 3alUnTbl.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OfHOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMaTENbLHO U3Yy4YnUTE, KaKylo MHPOPMALUIO MOMELLAOT ero y4acTHUKN B CBOMX MPOUNAX U
6norax, Bkntovas gotorpadun n BUAEO.

3. lNpoBepbTe, C KakMMKM ApyrMMU carMTamu CBSi3aH couuwanbHbll cepBuc Bawero pebeHka. CTpaHuuku
Bawero pebeHka moryT ObiTb 6€30nacHbIMU, HO MOTYT U COAEPXaTb CCbINIKM Ha HexXernaTernbHble U OMacHble CanThbl
(Hanpumep, NOPHOCANT, UM CalT, HA KOTOPOM ApPYr YNOMUHaeT HoOMep coToBoro TenedoHa Bawero pebeHka nnm
Baw gomaluHun agpec)

4. Moowpsante Bawwux geten coobwate 060 BCEM CTPaHHOM WUIM OTTAsIKMBAKOLWEM U HE CIMLIKOM OCTPO
pearvpynTte, Koraa oHu 3TO AenatoT (M3-3a onaceHus noTepsTb AOCTYN K MHTepHeTY AeTU He roBOpPAT poaAnUTensiM
0 npobriemax, a Takke MOryT Ha4yaTb UCMONb30BaTb VIHTEPHET BHE AIOMA U LLUKOMbI).

5. byabTe B Kypce ceTeBOW xM3HN Bawero pebeHka. VIHTepecynTech, KTO UX Apy3bs B VIHTEPHET Tak e, Kak
NHTEepecyeTeCh pearbHbIMU OPY3bSAMM.

Bo3spacTt ot 7 po 8 net

B WHTepHeTe pebeHOk cTapaeTcsa NoceTUTb T€ MMM MHble CarTbl, @ BO3MOXHO W 4YaTbl, pa3pelleHne Ha
noceLleHme KOTOpbIX OH He nonydun O6bl oT poautenei. [loaTomy poauTensam OCOOGEHHO MonesHbl ByayT Te
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OT4YETbI, KOTOpblEe MNpPeaoCTaBNAlTCA MnporpaMmMmamMm no OrpaHN4YeHunro MnCnonb3oBaHUA MHTepHeTa, T.e.
PoanTtenbcknin KOHTPOJ1b UK TO, YTO Bbl CMOXETe yBNOETb BO BPEMEHHbIX cbaﬁnax. B pes3ynbTare, y pe6eH|<a He
6y,qu oulyuieHunda, 4T1o 3a HMM BeneTcd NOCTOSIHHbIN KOHTpOINb, O4HAKO, poauTenun 6yﬂ,yT no-npexHemy 3HaTtb,
Kakue canTbl noceLlaeT ux pe6eH0|<. [etn B pgaHHOM BO3pacTe obnagaloT CUNbHbLIM 4yBCTBOM Ce€MbW, OHU
aoBepynBbl U HE COMHEBAKOTCA B aBTOpUTETaX. OHu nobsT urpatb B cCeTeBble UIrpbl U nyTtewecrteBoBatTb MO
MHTepHeTy, NCNoJ1b3yA INEKTPOHHYIO NOYTY, 3aXO0OUTb Ha CanTbl 1 YaTbl, He peKkomMmeHaoBaHHbIE poanTesidaMN.

CoBeTbl N0 6e3onacHocTK B ceTn IHTepHeT ansa aeten 7 - 8 net

1. CospgaiiTe cnuCOK AOMalUHMX MpaBwui nocelleHuss MHTepHeTa npu ydactuu geTer u Tpebyite ero
BbINOMHEHNSA.

2. TpebyiTte ot Bawero pebeHka cobnogeHnsi BpEMEHHbIX HOPM HaxoXAeHUsa 3a KoMnbioTepoM. [Nokaxute
pebeHKy, 4To Bbl HabnogaeTe 3a HUM He NoToMy 4TO Bam 3To xo4veTcs, a notoMy 4To Bbl Gecnokouteck o ero
6Ge3onacHoCTM 1 Bcerga rotoBbl My NOMOYb.

3. KomnbloTep ¢ nogkntoveHnem K UHTepHeTy OOSKeH HaxoouTbcs B obLien KoMHaTe noA MpUcMOTPOM
poautenen.

4. Vicnonb3yiiTe cneumarnbHble 4eTCKMe NOUCKOBbIE MaLLMWHbI.

5. Vicnonb3ynte cpeactea OGrokMpoBaHWUSA HeXemnaTenbHOro KOHTEHTa Kak [OMofiHeHWe K CTaHOapTHOMY
PoantensckomMy KOHTPONio.

6. Co3pante ceMeNHbIN SNEKTPOHHBIV ALLUK, YTOObI HE NO3BONUTL AETAM UMETb COOCTBEHHbIE adpeca.

7. brokvpynTe pocTtyn K cavitam ¢ 6ecnnaTHbIMM MOYTOBLIMU SALLMKAMK C MOMOLLb) COOTBETCTBYHOLLENO
nporpaMmMHoOro obecneyeHus.

8. lMpuyunte geten coBeToBaTbCs ¢ Bamu nepen onybnvkoBaHneM kakon-nmbo mMHgopmauun cpeacTsamu
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBLIX OPM 1 Npodunen.

9. Hayuute peTent He 3arpyxaTtb hannbl, NporpaMmMbl U My3biky 6e3 Ballero cornacusi.
10. He paspeluante getsam ncnonb3oBath Crykbbl MTHOBEHHOrO OOMeHa COOBLLEHMAMM.

11. B "Genbln" cnucok canToB, paspelleHHbIX Afs MOCELLeHUs, BHOCUTE TONbKO CalTbl C XOpOLUEWn
penyTauuen.

12. He 3abbiBavite 6ecenoBath ¢ getbMu 06 nx Apy3bsx B MIHTepHeTe, Kak ecnv 6bl peydb wna o Apy3bsx B
pearnbHON XU3HMU.

13. He genaiite "taby" 13 BONPOCOB NOJIOBON XU3HW, TaK Kak B IHTEpHETE AETU MOTYT NErko HaTKHYTbCS Ha
nopHorpaduio nnn canTsl "gns B3pocnbIX".

14. MpunyumnTe Bawero pebeHka coobaTb Bam O NOObLIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ VIHTepHeTOM.
OcTtaBanTecb CMOKOMHbIMW U HanoMHUTe OETSM, YTO OHM B 6e30MacHOCTU, ecriv camu pacckasanu BaM O CBOUX
Tpesorax. [loxBanuTe ux 1 NOCOBETYNTE NOLOWTU eLle pa3 B NOAOOHbIX Cryyasix.

BospacTt getenn ot 9 fo 12 nert

B paHHOM BoO3pacTe AeTw, Kak MpaBWumno, yXe HachblwaHbl O TOM, Kakas WHdopmauusi cyuwlectByeT B
MuTepHeTe. CoBEpLUEHHO HOPMarbHO, YTO OHM XOTAT 3TO YBUAETb, MPOYECTb, ycnbiwartb. [Mpu 3TOM HyXHO
MOMHUTb, YTO AOCTYN K HeXemnaTenbHbIM MaTepuarnam MOXHO Nerko 3abriokMpoBaTb Mpy MOMOLUU CPEACTB
PoanTtenbckoro KoHTponsi.

CoBeTbl No 6e3onacHocTu onsa geten ot 9 Ao 12 netr

1. Cosgante cnucok OoMallHMX NpaBun noceweHus WMHTepHeET npu yyactum peten n tpebynte ero
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BbINOMHEHWS.
2. TpebyinTte ot Bawwero pebeHka cobniogeHns HOpM HaxXoXaeHUS 3@ KOMMNbIOTEPOM.

3. Habnwopgante 3a pebeHKoMm npu paboTe 3a KOMMbTEPOM, MOKaXuTe emMy, 4To Bbl 6ecnokouTecb 0 ero
6e3onacHOCTM 1 BCerga rotoBbl OKa3aTb eMy NMOMOLLb.

4. KomnbloTep C nogkntovyeHnem B MHTepHeT OOfmkKeH HaxoauTbca B obuien KoMHaTe nog NpuMCMOTPOM
poauTenen.

5. Vicnonb3ynte cpenctea OGrokvpoBaHWUSA HeXenaTenbHOro KOHTEHTa Kak [OMOfIHeHWe K CTaH4apTHOMY
PoantensckomMy KOHTPORIo.

6. He 3abbiBanTe npuHMMaTbh HENOCpPeaCTBEHHOE yvacTue B Xn3Hu pebeHka, 6becegoBatb ¢ AeTbMun 06 ux
Opy3bsix B VIHTepHeTe.

7. HactanBante, 4To6bl A€TW HMKOTA4A HE Cornallannch Ha NMYHbIE BCTPEYM C ApY3bsaMU MO VIHTEPHETY.
8. MNo3Bonante geTsam 3axoauTb TOMbKO Ha canTbl 3 "6enoro” cnucka, KOTOPbIN CO34anTe BMECTE C HUMMN.

9. MNpuyunTte geTen HUKOrAa He BblgaBaTb MMYHYIO MHAOPMALMIO CPeACTBAMMU INIEKTPOHHOW NOYThI, YaToB,
CMCTEM MrHOBEHHOro obmMeHa CoOBLLEeHNAMU, PErmcTPaLMOHHbIX (DOPM, MMYHBIX MPOMUIIEN U NPU perncTpaunm Ha
KOHKypcCbl B IHTepHeTe.

10. Mpuyyute geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeleHns. OBbACHUTE MM, YTO OHU MOTYT
Cry4YanHo 3arpy3vTb BMPYCbI NN ApYroe HexenartenbHoe nporpammHoe obecrneyeHue.

11. Co3parite Bawemy pebeHKy orpaHWYeHHYH YUYETHYIO 3annch Anst paboTbl HA KOMMbIOTEPE.

12. MNpwnyuute Bawero pebeHka coobiaTe Bam 0 niobbIX yrpo3ax unm Tpesorax, CBA3aHHbIX C VIHTepHeToM.
HanomHuTe getam, 4To oHu B 6€30MacHOCTU, eCnn caMmn pacckasany BaM O CBOMX TPEBOrax v ornaceHumsx.

13. Pacckaxute getam o nopHorpadum B IHTepHeTe.

14. HacTtavBawTte Ha TOoM, YTOObI €T NpeaoCTaBnsanyM BaM OOCTYN K CBOEW 3MEKTPOHHOW noyTe, YTobbl Bbl
y6eamnmcb, 4To OHU He obLLatTCA C HEe3HaKoMLaMu.

15. O6bACHUTE OETAM, YTO HEMb3SI UCMOMNbL30BATh CETh ANA XYNUraHCTBa, PacnpoCTpaHeHUst CNneTeH Unu
yrpos.

Bo3spacTt getenn ot 13 go 17 net

B aTOM BO3pacTe NMOAPOCTKM aKTUBHO MCMOSb3YIOT NMOMCKOBbIE MaLUWHbI, NOMb3YHTCA 3MEKTPOHHON NOYTON,
cnyx6amy MrHOBEHHOTO OOMeHa COOOLLEHUSIMU, CKauMBatlOT My3blky M ounbmbl. Manbyvkam B 3TOM BO3pacTe
Oonblue Mo HpaBy CMeTaTb BCE OrPaHWYeHMsl, OHU XaxayT rpyboro tomopa, asapTHbIX WUrp, KapTUHOK "Ans
B3pocnbIxX". [eBouyku npeanoynTaloT oblwartbca B 4aTax, Npu 3TOM OHM ropasfo 6onee 4YyBCTBMTENbHbI K
ceKkcyarnbHbIM JoMoraTenbcTBam B MiHTepHeTe.

3avacTyio B JaHHOM BO3pacTe poauTensM yXe BeCbMa CNOXHO KOHTPONMpoBaTh CBOUX AeTew, Tak Kak 0b
VIHTepHETE OHW YyXe 3HaT 3HAYMUTENbHO BOorblie CBOMX poauTenen. Tem He MeHee, He OTMNyckanmTe OeTen B
"cBob6ogHOE nnaBaHue" no MIHTepHeTy. CTapanTech akTMBHO y4acTBOBaTb B 00LLeHNM pebeHka B VIHTepHeTe.

BaxHO no-npexHeMy cTporo cobnwogate npaBurna WHTepHeT-0e30nmacHOCTM - cornalweHne Mexay
poautenamun n aetbMu. Kpome Toro, HeobxoAMMO Kak MOXHO 4alle npocMaTtpuBaTbh OTYETbl O AEATENbHOCTU
aeten B UHTepHeTe. CnegyeT obpatnTb BHMMaHWe Ha Heob6XOAMMOCTb COAepXaHus pPoauTenbCKUX naponen
(naponen agMMHUCTPATOPOB) B CTPOrOM CEKpeTe U 06paTUTb BHUMAHWE Ha CTPOroCTb 3TUX Napornen.

CoBeTbl No 6e3onacHocTy B 3ToM Bo3pacTte oT 13 go 17 net
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1. CospganTe cnuCoK OOMAalUHWX MNpaBun nocelweHus MHTepHeTa npu y4acTMM NogpocTKOB M TpebywnTte
6e3ycnoBHOro ero BbinonHeHusa. ObroBopute ¢ pebeHKOM CNUCOK 3anpeLLeHHbIX canToB ("4epHbl cnUcok"), Yachl
paboTkl B IHTepHeTe, pykoBOACTBO MO 06LeHunto B VIHTepHeTe (B TOM Yncrie B YaTax).

2. KomnbtoTep ¢ noakntodeHnem k cetn MHTepHeT A0mKeH HaxoauTbes B 00LL e KOMHaTe.

3. He 3abbiBarite becegoBatb C AeTbMu 06 Mx Apy3bax B WHTepHeTe, O TOM, YeM OHW 3aHATbl Takum
obpasom, ByaTo pedb MaeT 0 Apy3bsX B peanbHOM Xu3HW. CnpaluvMBante O Noasix, C KOTOPbIMU AeTn obLLatnTcs
nocpeacTBoM Cny6 MrHoBeHHOro obMeHa coobLeHnsamm, 4tTobbl yoeanTbees, YTO 3TN NAN UM 3HAKOMBI.

4. Ncnonb3ynte cpenctsa GNOKMPOBaHWUS HeXenaTernbHOro KOHTEHTa Kak AOMOfHEeHWe K CTaHAapTHOMY
PoouTtenbckomy KOHTPOSH.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3ytoTcsas Bawwu getn. T[loowpsante umcnosfb3oBaHue
MOLEepPUPYEMbIX YaTOB M HacTamBanTe, YTobbl AeTM He 0bLLannCb B NPUBATHOM PEXMME.

6. HactanBanTe Ha TOM, YTOObI AETWN HUKOTAA HE BCTPEYANUCh NIYHO C ApY3baMu U3 ceTu VIHTepHeT.

7. MNpuyunte geten He BblgaBaTb CBOK fIMYHYIO WMHAOPMAaLMIO CPEACTBAMMU 3MEKTPOHHOW MOYThI, YaTos,
CUCTEM MFHOBEHHOro obmMeHa coobLLeHNaMM, PErCTPaLMOHHBIX POPM, MUYHBIX NPOUNEN 1 Npu perncTpaumn Ha
KOHKypcCbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHuns. O6bACHUTE MM, YTO OHU MOTYT
Cry4YanHo 3arpy3vTb BUPYCbI NN ApYroe HexenarenbHoe nporpammHoe obecneyeHue.

9. MNpuyunte Bawero pebeHka coobliate Bam O MobbIX yrpo3ax unu Tpesorax, CBA3aHHbIX C IHTepHeToM.
HanomHuTe getam, 4To OHM B Ge3onacHOCTW, eCriM camu pacckasdanu Bam, O CBOMX Yrpo3ax Wnu TpeBorax.
lMoxBanute ux n NOCOBETYNTE NOAONTY eLue pa3 B NogobHbIX criyyasx.

10. Pacckaxute OeTaM o nopHorpacdun B WMHTepHeTe. MNomorute uM 3awmTuTbcs OT cnama. Hayuute
NOOPOCTKOB He BbldaBaTb B VIHTepHeTe CBOEro peanbHOro SMeKTPOHHOro agpeca, He oTBevyaTb Ha
HexenaTterbHble MMCbMa 1 UCMOMNb30BaTh CrieumanbHbIe NoYTOBbIE (UMLTPBI.

11. MNMpuy4nTe cebs 3HAKOMUTBCA C canTaMmu, KOTOPbIE NoceLLaT NOAPOCTKU.

12. Hayuute pgetei yBaxkaTb APYrX B UHTEpPHETE. Y6eanTech, YTO OHM 3HaKOT O TOM, YTO MpaBuiia XOPOLLEro
rnoBefeHns OeACTBYIOT Be3e - AaXe B BUPTyanbHOM MUpE.

13. OObsicHMTe [fgeTsiM, 4TO HM B KOEM crydae Henb3s wucnosnb3oBaTb CeTb ANA  XynWUraHcTBa,
pacnpocTpaHeHUsl CNNETEH UK Yrpo3 APYIUM FHOASM.

14. O6cyanTe ¢ NoApOCTKaMmn NPoGneMbl CeTeBbIX a3apTHLIX UIP U UX BO3MOXHbIA pUck. HanomHute, yto
AeTW He MOTYT UrpaTtb B 3TU UIPbl COMMAcHO 3aKOHY.

IMOCTOSIHHO KOHTPONMPYNTE UCnonb3oBaHne VIHTepHeTa Bawum pebeHkom! 3TO He HapyLUEeHWEe ero NMMYHOro
NPOCTPaHCTBa, a Mepa NpeaoCTOPOXHOCTU 1 nposireHne Baluen poantensckon 0TBETCTBEHHOCTU N 3a00ThI.

KOHcyanaHTn.HI-OC www.consultant.ru CtpaHuua 15 u3 15

HageXHasa npaBoBas noaaepXxka


http://www.consultant.ru/
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